properties that make the transmitted signal difficult to intercept, interpret, and jam. The digital code used in the modulation process results in a signal that has high reception reliability and supports multiple use of frequency bands and selective addressing. attributes and the relatively low installation cost of RF systems make SSRF technologies candidate for communications links in security systems used for industrial sites, remote locations, and where trenching or other disturbances of soil or structures may not be desirable or may be costly. This guide provides a description of such a system and presents implementation methods that may be of engineering benefit. 
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INTRODUCTION
Direct sequence spread spectrum (SS) is a method of modulating a radio frequency (RF) so that the information in the signal is spread over a wide band of frequencies at very low power levels. The SS bandwidth is usually 10 to 10,000 times the bandwidth actually necessary to send the message. These characteristics make SS transmissions difficult to detect, intercept, exploit, or jam. Additionally, the spreading-despreading (modulation-demodulation of the spreading portion of the signal) process, which is base on a digital code, results in a signal with a high probability of reception in RF noisy conditions and the ability to selectively address transmitters and receivers. These combined properties make SS transmissions relatively secure and a reliable method for transmitting alarm information over RF links. contrast, conventional transmission methods use a narrow bandwidth, usually at a relatively high power level, modulated only to the degree necessary to send the information. This results in a signal that is easily detected, exploited, and jammed. The properties of SS signals and the relatively low installation cost of RF systems make SSRF technologies attractive for communications links in the Hanford Site security environment.
In

PURPOSE
This document is a guide. Its purpose is to provide information about SS technology and suggest implementation strategies for SS systems for use in industrial security applications at the Hanford Site. It is not to be used or referenced as a standard or engineering specification.
SCOPE
This guide covers operating characteristics, component and system design considerations, and installation techniques and options for security systems using SSRF alarm link technology between the detection sensors and alarm gathering receiver(s). Some options also are discussed for processing and displaying the receiver output.
The application and installation techniques described herein provide basic system and component configurations and assemblies that have been mocked-up in the laboratory and appear to be good candidates for field applications. guide should in no way be construed to constrain field designs or applications of RF equipment nor should it be considered a compendium on the subject. 
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Ju'ly 15, 1996 Revision 0 Page 2 of 21 Implementation Guidance for Industrial-level Security Systems using Radio Frequency Alarm Links regulators or code agencies may have requirements that are applicable to the use of this equipment. procedures, orders and requirements, and DOE Orders regarding the requirements for the physical protection of materials, information, and facilities before using these devices or implementing any designs described in this document.
It is important to verify local field element
. 0 SYSTEM AND COMPONENT QUALIFICATION
This type of system has not been qualified for use in protecting SNM or other vital/classified interests of the DOE; applications should be limited to industrial-type security until it is approved for higher security applications.
SYSTEM DESCRIPTION
In preparation of this guide a prototypical system was selected from C&K System, Incorporated' for use in testing and development of applications and guidance. The C&K System's SpreadNet' line of SS devices operate in the 902 to 928 MHz instrument, scientific, and medical (ISM) band. The system is intended for interior use but testing indicates that the devices, properly protected, will function in exterior applications. A basic SpreadNet system consists of one or more field sensors with integrated SS radio transmitter (sensor-transmitters), a SS radio receiver, and a method to display or retransmit (by telephone, cell phone, hard-line, or RF modem) the alarm information. The sensor-transmitters and receiver(s) are programmable with unique identification codes and other system parameters, which makes it possible to operate many sensors in near vicinity.
The principle intrusion detection sensors are infrared, dual-technology (infrared-microwave), and magnetic door; magnetic door switches also have provisions to monitor external contacts. The sensor-transmitters are enclosed in plastic cases and have tamper switches monitoring the cover integrity. The transmitters have internal antennas and are rated at 10 to 100 milliwatts depending on the application. Sensor-transmitters are powered by internal AA or 4AA lithium batteries that can last up to 5 years in service.
The SpreadNet system has other sensor-transmitters and special function transmitters. These include panic alarms, glass-break sensors, and smoke detectors. devices can be found in section 7.0. Receivers also are enclosed in plastic cases and are powered by 12 VDC. They have two internal omnidirectional planar antennas aligned 90" to each other to reduce multipath fading. The receiver output (field sensor data) is a serial bit stream that can be fed into a commercial burglar style alarm panel via an interface or directly to a computer or alarm bus. Interfaces or software may need to be developed for some functional configurations.
More detailed information on each
sending a state of health message to the receiver; the receiver is "intelligent" and knows when t o expect this supervisory signal, which can be programmed to be transmitted in 10 second intervals from 30 to 300 seconds. If the supervisory signal is not received on two consecutive supervision intervals the receiver causes a trouble alarm at the monitoring station alerting the operator to possible problems. immediately upon activation of the respective function at the sensor. transmitter electronics also monitor battery voltage and send a low voltage alarm approximately 2 weeks before the battery expires.
Testing has demonstrated that sensor-transmitter to receiver communication is reliable at over 1000 m line-of-sight (LOS); useful distances under other circumstances will vary and must be determined for each application. This is because of the low power levels and the fact that radio signals in the 900 MHz range are attenuated by moisture in the air and in vegetation. If possible, transmitters and receivers should be mounted high enough (the higher the better) to clear obstacles, terrain, and vegetation, and in areas of high moisture or precipitation, the range should be limited to less than 1000 m.
The ISM frequency band is regulated under Part 15 of the Federal Communications Commission (FCC) rules3. less than 1 watt and the FCC allows operation of this equipment without the requirement for a license. If desired, other frequencies and more power may be used but approval and licensing will be required prior to operation.
If detailed information is desired on the theory of operation of SS radios, it is advised that technical manuals or textbooks be conwlted on the subject. The SN914-SZR monitors one i n d i v i d u a l SpreadNet sensor-transmi t t e r and i s used i n c o n j u n c t i o n w i t h a SN92O-BUDDY (see 7.6) t o r e p e a t t h e s i g n a l . u n i t i s a v a i l a b l e through some value-added vendors as a p r o p r i e t a r y product. The SN92O-BUDDY i s used i n c o n j u n c t i o n w i t h a SN914-SZR (see 7.5). r e t r a n s m i t s t h e s i g n a l from a s i n g l e SpreadNet s e n s o r -t r a n s m i t t e r . The u n i t i s a v a i l a b l e through some value-added vendors as a p r o p r i e t a r y product. It 7.7 SN930-DOOR U n i v e r s a l T r a n s m i t t e r The SN930-DOOR i s designed f o r use as a magnetic door s w i t c h o r i t can be used as a u n i v e r s a l t r a n s m i t t e r f o r e x t e r n a l sensor c o n t a c t s . The e x t e r n a l c o n t a c t s must be n o r m a l l y closed. The SN930-DOOR can be mounted up t o 7 m from t h e e x t e r n a l sensor c o n t a c t u s i n g 18-22 gauge w i r e ; l o n g e r d i s t a n c e s may be achievable w i t h l a r g e r w i r e .
Size: 12 cm x 4 cm x 3 cm. Power: (2) 3.6 V t A A l i t h i u m b a t t e r i e s .
SN935-DT Dual Technology Sensor-Transmitter
The SN935-DT i s a microwave and passive i n f r a r e d combination sensort r a n s m i t t e r t h a t r e q u i r e s both t e c h n o l o g i e s (AND) t o be t r i g g e r e d w i t h i n a p r e s e t t i m e i n t e r v a l b e f o r e an alarm s i g n a l i s t r a n s m i t t e d . The u n i t has a w a l k -t e s t mode f o r range adjustment and v e r i f i c a t i o n o f sensor f u n c t i o n s .
mounting h e i g h t o f 2.3 m a l l o w s maximum cover area o f 11 m deep by 9 m wide w i t h t h e standard lens. coverage. Size: 13 cm x 7 cm x 6 cm. Power: (4) 3.6 V AA l i t h i u m b a t t e r i e s . The SN940-PIR i s a passive i n f r a r e d s e n s o r -t r a n s m i t t e r w i t h t h e same range I t has an adjustment ( p u l s e c h a r a c t e r i s t i c described f o r t h e SN935-DT (7.8). count) f o r m i n i m i z i n g f a l s e alarms.
Size: 13 cm x 6 cm x 4 cm. Power: (2) 3.6 V AA l i t h i u m b a t t e r i e s .
SN950-GLASS Break Sensor-Transmitter
The SN950-GLASS i s a s e n s o r -t r a n s m i t t e r t h a t " l i s t e n s " f o r g l a s s break r e l a t e d sounds.
" s i g n a t u r e s ; " (1) Size: 12 cm x 11 cm x 3 cm. Power: (2) AA and (2) 4AA 3.6 v l i t h l i u m b a t t e r i e s .
It i s tuned t o a c t i v a t e on e i t h e r o f two g l a s s break
7.11 SN960-SN973 HOLDUP/PANIC T r a n s m i t t e r s are l i s t e d f o r i n f o r m a t i o n .
The t r a n s m i t t e r types l i s t e d below may be u s e f u l f o r some f u n c t i o n s and .
SN960-PENDANT--This pager-sized t r a n s m i t t e r i s designed t o be worn on a neck c h a i n o r b e l t c l i p . e i t h e r s i d e o f t h e case, t h a t must be depressed simultaneously t o a c t i v a t e a duress alarm. T h i s device and t h e SN971-Panic can be m o d i f i e d t o use one o f t h e b u t t o n i n p u t s f o r enable o r c o n d i t i o n a l l o g i c f u n c t i o n s i n devised a p p l i c a t i o n s .
SN970-PANIC--This t r a n s m i t t e r i s intended f o r permanent mounting.
It i s e s s e n t i a l l y a SN930-DOOR u n i v e r s a l t r a n s m i t t e r (see 7.7) w i t h one l a r g e pushbutton b u i l t i n t o t h e case. pushbutton (pushing b u t t o n closes c i r c u i t ) i n t h e alarm c i r c u i t . The pushbutton has f l y i n g leads t h a t are e a s i l y accessed f o r a p p l i c a t i o n s t h a t r e q u i r e N.O. i n p u t .
SN971-HOLDUP--This t r a n s m i t t e r i s e s s e n t i a l l y a SN970-PANIC and i s intended f o r permanent mounting under s e r v i c e counters o r t h e such. equipped w i t h two l a r g e b u t t o n s on i t s face t h a t must be depressed simultaneously t o t r a n s m i t an alarm.
SN972-RAIL--This t r a n s m i t t e r i s a bank-type f o o t r a i l holdup Iswitch.
It has two opposing pushbutton switches, one on T h i s t r a n s m i t t e r uses a n o r m a l l y open The SN980-SMOKE is a photoelectric smoke detector with an integral It is not available at the time of this writing.
PACTALL'
The PACTALL Corporation is an alarm systems integrator that also manufactures wireless alarm devices using the C & K Systems SSRF platform. has a FENCGARD6 Perimeter Fence wireless security product as well as some other perimeter monitoring devices. PACTALL also manufactures a wireless sensor system, THEFT ALERT', that can be used to monitor sensitive items in designated security areas. outside the designated area. 
It
I n t h e remote programming mode, t h e s i t e alarm panel o p e r a t i n g parameters and n o t i f i c a t i o n i n f o r m a t i o n are developed i n t h e program and downloaded t o t h e alarm panel. Data from t h e panel can be r e t r i e v e d f o r i n s p e c t i o n and m o d i f i e d i f necessary;
t h e panel can be armed, disarmed, zones can be shunted and e x t e r n a l sounders a c t i v a t e d . I n m o n i t o r mode, t h e software s t o r e s a l l events from each alarm panel i n a database t h a t can be r e t r i e v e d and p r i n t e d . GRABxxx.EXE GRAB i s a p r o p r i e t a r y program o f t h e Axxon Corporation9, t h e l i c e n s e h o l d e r of t h e spread spectrum technology used by t h e SpreadNet devices. It p r o v i d e s a method t o i d e n t i f y t r a n s m i t t e r s , read t h e i r r e l a t i v e s i g n a l s t r e n g t h and s i g n a l -t o -n o i s e r a t i o , v e r i f y t r a n s m i t t e r s t a t u s (alarm, tamper, low b a t t e r y ) and w i l l l o g t h e data t o a f i l e which can l a t e r be analyzed i n another program (see 7.16.3).
It i s intended as a development and t r o u b l e s h o o t i n g t o o l . 
It must be equipped w i t h a h a r d d r i v e 4MB o f RAM i s a minimum t y p i c a l
The PC should be equipped w i t h a mouse and an e x t e r n a l Hayes" I n t e r n a l modems are n o t u s u a l l y
Spread Spectrum Radio Modems f o r Extended Range The 1-2 k i l o m e t e r range o f t h e SpreadNet s e n s o r -t r a n s m i t t e r s may n o t be s u f f i c i e n t i n some instances t o t r a n s f e r alarm d a t a t o a c e n t r a l m o n i t o r i n g p o i n t . range. f o r t h e t a s k and r e q u i r e no FCC l i c e n s e t o operate. A s e r i a l r e c e i v e r can be connected t o a r a d i o modem t o extend t h e Several manufacturers can supply SSRF r a d i o modems t h a t a r e s u i t a b l e
7.19 C e l l u l a r Telephone f o r Extended Range
I n a p p l i c a t i o n s where i t i s d e s i r a b l e t o c o -l o c a t e t h e alarm panel and t h e SSRF r e c e i v e r , and t h e i n s t a l l a t i o n l o c a t i o n i s n o t equipped w i t h a telephone l i n e f o r t h e alarm panel t o c a l l t h e c e n t r a l s t a t i o n , a c e l l u l a r telephone equipped w i t h a data c o n v e r t e r w i l l f a c i l i t a t e connection t o t h e alarm panel.
The panel can r e p o r t events through t h e c e l l u l a r telephone system i n about t h e same t i m e i t would t a k e t o make a l a n d -l i n e t e l c o connection and t h e same programming f e a t u r e s a r e a l s o a v a i l a b l e .
PERFORMANCE EXPECTATIONS OF SPREADNET DEVICES
The communications between s e n s o r / t r a n s m i t t e r s and t h e SSRF r e c e i v e r should be r e l i a b l e over d i s t a n c e s o f 1-2 kin f o r most commercially a v a i l a b l e u n i t s . A d d i t i o n a l range may be achieved by u s i n g e x t e r n a l g a i nt y p e antennas and h i g h e r power t r a n s m i t t e r s , which are becoming a v a i l a b l e a t t h i s time. 
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The system provides adequate signal strength to reliably operate throughout multi-floor conventionally framed buildings of at least 35,000 square feet. Steel, concrete, and other high density construction methods, as well as interior configurations and utilities, will affect signal strength. facilitate multi-floor communications but each sensor location requires testing before commitment to installation.
Environmentally, system components are intended for indoor use but testing has demonstrated that they will tolerate outdoor applications if properly protected. The devices can be placed in enclosures that do nclt inhibit or degrade RF propagation such as plastic boxes or, in installation that are not subject to exposure to sunlight or direct rain, simply taping the cover joint with PVC tape may suffice to eliminate condensation (rated for 95% relative humidity, noncondensing).
System components are rated for operation between 0" C to 60" C . indicates that universal transmitters will operate re1 iably over a greater temperature span, estimated to be at least -10" C to 70" C.
Such features as stairwells and elevator shafts may Testing
The manufacturer recommends that noise levels measured at the receiver location be at least 25dB lower than the sensor/transmitter signal strength measured at the same point. Noise at the location o f the transmitter has no effect on reception unless the level is so high it affects the noise level at the receiver.
No definitive count has been established as to the number of transmitter/sensors that can be used in near proximity. demonstrated that six to eight devices operating in the same room do not interfere with each other. The same expectation may not hold true if devices are programmed with the same exact information (Zone, Device, Channel), which is not recommended.
Testing has
Receivers configured for parallel output can be interfaced to most standard burglar-type alarm panels. provide limited sensor health status in addition to alarm reports.
In this arrangement the sensors can
Receivers configured for RS-232 output can be interfaced to RS-232 compatible serial devices; the receiver output uses a proprietary protocol that is available from the manufacturer. In this configuration custom or packaged software can be used to extract alarm, tamper, battery condition, and signal to noise ratio.
Transmitters operate on lithium dry cell batteries. These batteries have high energy density, good to excellent low temperature/high rate performance, reliable operation over a large temperature span (rated at -20°C to 71"C), long shelf life (typically 10 yrs), and a flat discharge curve. The operational life for batteries is related to supervision rate, the number of transmitter activations caused by the sensor function, normal battery degradation, and accelerated degradation caused by elevated temperature. Battery life may be as short as several months for dual technology sensors operating in busy areas at high temperature or 5 yrs or more for transmitters with minimal activation and supervision rates operating is standard or cooler conditions. at least every 5 yrs.
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TEST RESULTS
Implementation
Service life of SS devices has not been established at this time. However, a beta test site at the Hanford Site has been in operation continuously for over 2 yrs (at the time of this writing). Due to the low energy consumption and rugged construction of C&K System devices it is expected that their service life (mean time to failure) will exceed 5 yrs, and probably be longer, under standard conditions.
Batteries should be replaced
TABLE 1--RESULTS OF TESTS ON THE SPREADNET SSRF SYSTEM
' Transmitter modified to accommodate external antenna (Cushcraft PC8910N). ' 30 second supervisory transmission signal and no alarms. 
TABLE 2--BATTERY L I F E VERSUS SUPERVISION RATE
WHC-SD-SEC-DGS-002, Design
PLANNING AND ENGINEERING INFORMATION
System planning and design is an engineering task. This section is not intended to influence nor dictate engineering discipline or policy but rather to provide a brief list of items that are germane to RF system planning and design.
System Planning
Design and operation must comply with NTIA/FCC regulations. If the system design or use require special dispensation or licensing from the regulator these should be in-hand, documented, or assured prior to the design effort. parameters, specifications, and instal 1 ation recommendations.
Consult manufacturer's literature for specific operational and design WHC-SD-SEC-DGS-002, Design Guide
Jully 15, 1996 Revision 0 Page 13 o f 21 Implementation Guidance for Industrial-level Security Systems usinq Radio Frequency Alarm Links Coordinate system design with the site spectrum administrator. The site spectrum administrator must be fully aware of the system design and use and kept fully advised of any and all changes in the operation and design o f any approved system. Determine system performance and configuration requirements needed to satisfy protection objectives.
Design must comply with safety code requirements; pay particular attention with systems using external antenna.
Identify the area, perimeter, building, room(s), equipment, etc. to be monitored. Determine if an RF sensor-transmitter system is appropriate based on sensor effectiveness, transmitter and receiver limitation, and the physical constraints posed by the location, such as method of construction, topography, environmental conditions and any other physical factors that may affect system operation and reliability.
If an RF sensor-transmitter system is appropriate and the alarm information must be transmitted to a remote alarm monitoring station, determine the transmission medium, equipment, and infrastructure requirements.
Perform a noise survey o f the area where the receiver is to be located. SN900-PROG can perform this function. Ensure that the noise floor is acceptable based on the manufacturer's specifications.
Verify that sufficient signal strength exists at the receiver location by temporarily installing a system receiver with a data logger (or use a SN900-PROG) at the receiver site and then activating transmitters at each proposed sensor location; the transmitters must be the same wattage as the one that will support the sensor-transmitter installation.
Based on supervision schedule and activities that may cause alarm transmissions, determine power requirements for each sensor. It may be necessary to provide additional capacity or external power in some locations.
Assess each sensor location for potential defeat scenarios. 
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Increasinq caDacitv--If additional battery capacity is desirable, external battery packs can be wired into sensor-transmitters. Use only the proper type of lithium battery and ensure the voltage output of the assembled pack is correct for the sensor.
External power--In some cases it may be desirable to provide external power from utility circuits to transmitters located in areas of high1 use during ACCESS periods. The power supply must provide the appropriate voltage, have very clean DC, and be able to meet the transmit current demand. isolation relay must be employed if lithium batteries are used for back-up power and the lithium batteries must remain fresh and unused for reliable back-up.
Noise sources--The 902-928 MHz frequency band has a number of noise sources that may raise background level or cause interference. sources are older microwave ovens, automatic vehicle monitorinlg systems, some amateur radio service functions, radio control signals, government radio location equipment, field disturbance sensors (e.g., ported coax, Efields), and cordless telephones.
An
Some alf the known Enhancing security--The autonomous operation and relatively low cost of sensor-transmitters 1 ike C&K System's SpreadNet devices support and encourage devising security enhancing schemes using multiple sensortransmitters.
SDectrum Packinq: a single sensor contact or multiple transmitters can monitor multiple sensor contacts. a confusing array of complex spread spectrum signals from the same source point that an adversary will find extremely hard, if not impossible, to intercept, identify, and defeat for any given sensor in the enclosure.
Tamer siqnals: In systems that use commercial alarm panels the unique tamper signal sent out by a transmitter is usually converted at the receiver interface to an alarm signal and displayed as an alarm, not a tamper. This presents an operational problem when the sensor must be put into ACCESS mode; the tamper feature is also disabled. deficiency a separate transmitter can be used to monitor the tamper circuit (sensor, terminal box, transmitter enclosure) and send a uniquie tamper signal. If it is desirable to include the internal sensor-transmitter tamper switch(es) in the tamper circuit it will be necessary to modify the sensor for inclusion in the tamper circuit loop; this should be a simple task.
Multiple transmitters in a single enclosure can monitor
This will provide an added degree of security by creating If these transmitters are used to monitor an external sensor, then there will be no supervision of the alarm line between the transmitter and the sensor. Several companies make digital supervision circuitry that can provide this feature; or, simple analog or digital circuits could be site-built.
A1 arm 1 ine protection--Several methods have been suggested that may provide a degree of protection to unsupervised alarm line, in addition to using standard physical protection measures. (1) It has been suggested that the use of a multipair cable servicing a single sensor may provide a degree of added security by requiring an adversary to determine which pair is terminated at the sensor; the adversary would have to defeat all pairs to ensure the sensor is disabled, adding to the task time. ( 2 ) It has been suggested that using the shield of a shielded pair as a conductor may add a degree of security, again by adding delay, due to the unwieldiness of handing the shield and the potential to cause a short or open, which might be the proper condition to cause an alarm. ( 3 ) The intermixed use of universal transmitters (n.c.) and panic buttons (n.0.) as sensor monitors/alarm transmitters would require an adversary to determine what type o f transmitter was in use, thus adding to the task time and requiring the adversary to carry additional tools. to add variables.
( 4 ) Intermixing the above methods
System Examples
These by no means are the only or best ways to do the example tasks. The examples break the system down into three areas of general design consideration--(l) field sensors, (2) field gathering points, and ( 3 ) the monitor point. by a common communications protocol, but are within themselves flexible in design. appearance o f endorsing products. This example does not address the video assessment component.
9.3.1 Sensors, transmitters, and sensor-transmitters and are selected and configured based on the protection requirements and
The following examples are potential configurations that may be useful.
The gathering points and the monitor points are tied together
The examples are kept very generic and vague to alleviate the Sensors, transmitters, and sensor-transmitters are generic to any system WHC-SO-SEC-OGS-002, D e s i g n Guide July 15, 1996 Revision 0 Page 17 of 21 Implementation Guidance for Industrial-level Security Systems using Radio Frequency Alarm Links operational circumstances. Four sensor configurations were selected for this exampl e.
Sensor 1--a dual technology sensor watching a door that will he secured during o f f hours and be used regularly during the day.
This sensor can be implemented in either of two ways. technology sensor-transmitter with an external power supply or (2) use a conventional dual technology sensor and a RF transmitter, again with an external power supply.
Sensor 2--a universal transmitter monitoring a high security-type magnetic door switch. This door is secured at all times.
This application can use a standard unmodified universal transmitter. If insider protection is needed then the transmitter will need to be protected by one of the methods discussed in the planning and engineering section.
that secures a high cost hardware item. times.
This sensor is intended for detection of both insider and outsider attempts to steal the equipment. The panic transmitter, fiber optic controller, and a power supply (for the FO controller power) fed from a 120 vac power circuit could be mounted inside a tamper switch equipped enclosure. transmitter is operated off its internal batteries; only the power lead and FO sensor cable are outside the enclosure.
Sensor 4--a standard passive infrared hard wired directly to the field alarm panel.
Hardwired configurations should be used only if a field alarm panel is easily accessible. The alarm circuit is dc supervised; a resistor is placed across the normally open sensor a1 arm contact.
(1) Use a dual Sensor 3--a panic button transmitter monitoring a fiber optic (FO) loop
The FO loop is secured at all The 9.3.2a Gathering point--RS-232 via radio modem to monitor point This application uses a serial receiver with RS-232 output and a compatible radio modem. The serial receiver/radio modem essentially perform the task of a repeater.
The RS-232 receiver output is fed directly to the radio modem. receiver and radio modem are located within 25 ft o f each other to ensure sufficient voltage level on the RS-232 link.
The
The radio modem transmits only when "keyed" by an incoming bit stream from WHC-SD-SEC-DGS-002, Design Guide Implementation Guidance for Industrial-level Security Systems using Radio Frequency Alarm Links
July 15, 1996 Revision 0 Page 18 of 21 the transmitter. full message is retransmitted.
Both the receiver and radio modem operate on 12 vdc. back-up powers the units and a loss o f utility power alarm transmitter is included in the sensor group.
The modem buffers the incoming bit stream such that the A UPS-type battery 9.3.2b Monitor point
The monitoring point uses a standard alarm panel interfaced to a PC for AMS display and control. employed for system operation.
feeds a RS-232 to TTL converter that, in turn, feeds the 1/0 circuit of the alarm panel.
A commercially available ams software package is
The field signals are received by a RS-232 serial modem that, in turn,
Control is by computer keyboard.
An alarm log is kept on hard disk; a printer is available.
9.3.3a Gathering point--dial up telephone t o monitor point .
This application uses a programmable field alarm panel and compatible receiver located in a wood structure building near the deployed RF sensortransmitters
The equipment is located in a locked room with interior intrusion detection sensors hardwired into the field alarm panel; a code keypad is mounted outside the door to allow local access; the receiver is mounted high on the wall inside o f the equipment room.
The field alarm panel is tied into the site telco system; communications is bilateral via dial-up both ways. The monitor software communicates program information t o the field alarm panel; the field alarm panel communicates alarms and status information to the ams software.
The receiver is TTL output and is wired to the field alarm panel via an 1/0 circuit.
The receiver is powered through the field alarm panel, which operates from 12 vdc. A UPS-type battery back-up powers the units and a loss of utility power alarm is hardwired into the panel. 
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Implementation Guidance f o r I n d u s t r i a l -l e v e l S e c u r i t y Systems u s i n g Radio Frequency Alarm L i n k s and i s menu d r i v e n t o a s s i s t i n s t a l l e r s through t h e sensor and r e c e i v e r programming. minutes and w i l l assure minimal i n t e r f e r e n c e w i t h o t h e r systems.
channel, programming o f t h e sensors i s accompl i shed. The SN900-PROG i s plugged i n t o each sensor and t h e i n s t a l l e r i s asked t o s e l e c t t h e zone, device number and s u p e r v i s o r y r a t e . increment t o t h e n e x t zone a u t o m a t i c a l l y as l o n g as power i s l e f t on.
be downloaded t o t h e i n t e r f a c e board and r e c e i v e r . T h i s s t e p programs t h e r e c e i v e r channel and t h e 1/0 board zone i n f o r m a t i o n t o supply t o an alarm panel.
i s t o p l u g t h e u n i t i n t o t h e 1/0 ( i n t e r f a c e board) and s e l e c t t h e o p t i o n t o program t h e 1/0 board o r r e c e i v e r . The SN900-PROG w i l l g u i d e t h e i n s t a l l e r through d i p s w i t c h s e l e c t i o n on t h e 1/0 board. Perform t h e search f u n c t i o n FIRST. The scan takes about t e n A f t e r t h e SN900-PROG i s loaded w i t h t h e system p r o p e r t y code and RF The SN900-PROG w i l l program each sensor and A f t e r a l l sensors i n t h e system have been programmed, t h e i n f o r m a t i o n must I f t h e SN900-PROG has n o t been powered down, t h e o n l y t h i n g necessary The SN900-PROG i s used t o make changes t o t h e system w i t h r e g a r d t o p r o p e r t y codes and r a d i o channels. downloaded t o t h e 1/0 board.
PC program may be necessary.
A l l changes t o sensors a l s o must be I f changes a f f e c t zone numbers, changes t o t h e A t r a n s m i t t e r may be e i t h e r replaced o r d e l e t e d i n several ways: 1) SHUNT t h e zone i n t h e MONITOR I1 PC program.
2) Using t h e SN900, program a new sensor w i t h i d e n t i c a l i n f o r m a t i o n and
)
The programming and e , d i t i n g o f t h e RF p o r t i o n o f t h e system i!; accomplished r e p l a c e . No o t h e r changes needed. E d i t t h e 1/0 board w i t h t h e SN900 t o remove t h e o f f e n d i n g zone. change a l s o should be made t o t h e MONITOR I1 PC software.
A through t h e use o f t h e SN900 programmer and should t a k e l e s s t h a n o n e -h a l f hour t o perform. l i t t l e t i m e i s needed t o l e a r n i t s f u n c t i o n s .
The menu d r i v e n choices make i t q u i t e u s e r f r i e n d l y and The M o n i t o r I1 PC software i s more complicated t o i n s t a l l and s e t up. The WHC-SD-SEC-DGS-002, Design Guide Implementation Guidance for Industrial-level Security Systems usinq Radio Frequency Alarm Links July 15, 1996 Revision 0 Page 21 of 21 program must be installed on a PC running the WINDOWS operating system and is best accomplished by experienced personnel. easy to configure and a knowledge of burglar alarm and central station terminology is helpful. The software allows the user to remotely program the alarm panels in a "plain english" manner as opposed to hexadecimal codes from the keypad. Allow one hour to edit the account of an alarm panel and upload the information. Allow one to two hours for installation of the MONITOR I1 PC software and PC configuration.
The software is user friendly and References:
The following sources are only a few of many that are available on the technology and science of spread spectrum; each of source contains further references on spread spectrum technology. SENSOR/TRANSMITTER--a s i n g l e i n t e g r a t e d d e v i c e c o n t a i n i n g a sensor and an RF t r a n s m i t t e r .
UNIVERSAL TRANSMITTER--a t r a n s m i t t e r t h a t w i l l accept i n p u t from an e x t e r n a l s e t o f sensor c o n t a c t s . (FIG 11) A-8 
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